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1. Purpose of This Policy

This Privacy Policy outlines how Go Eco collects, stores, uses, and protects all personal,
confidential, visual, and cultural information, including Indigenous knowledge, staff/participant
images, and digital content by.

e Privacy Act 2020 (N2)
e Te Tiriti o Waitangi
e UNDRIP (United Nations Declaration on the Rights of Indigenous Peoples)

e Tikanga Maori and Data Sovereignty Principles

2. Scope

This policy applies to:
e All employees, volunteers, contractors, and board members
e Community members, whanau, hapu, iwi, and participants

e All personal, cultural, visual, and Al-generated data collected by Go Eco

3. Guiding Principles
e Transparency - We are open about what information we collect and why
e Manaakitanga & Whanaungatanga - Respect and care for relationships and privacy
e Consent & Rangatiratanga - Informed, ongoing, and meaningful consent
e Tikanga Maori — Uphold Maori values in all data-related decisions

e Al Caution & Digital Ethics — Avoid exploitative, misleading, or automated misuse of data
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4. Data Sovereignty and Indigenous Knowledge
Go Eco commits to:

e Upholding Maori Data Sovereignty - Matauranga Maori remains under the guardianship of
whanau, hapu, and iwi.

e Respecting the Nga Tikanga Paihere me Te Mana Raraunga guidelines for working with
Maori data

e Ensuring digital platforms storing Maori data are hosted in Aotearoa or follow NZ-based
data sovereignty standards

5. Confidential, Personal, and Business Information
We may collect:

e Names, contact details, and emergency contacts
e Photographs or videos (with consent)

e Funding reports, partner agreements, and project plans
e Stories and oral knowledge (cultural content must have explicit terms of use)

All sensitive or cultural content will be safeguarded with layered permissions and used only with
the originator's approval.

6. Use and Disclosure of Images

Photos or videos of staff and participants are used only:

e With verbal or written consent
e Inthe agreed format (e.g., web, report, social)
e Respecting any safety-based opt-outs or privacy requests

Images will never be:
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e Used with Al or editing tools that alter meaning or representation

e Shared with third-party platforms for analysis or generative Al use

o Applied to marketing without specific consent
7. Personal Safety & Image Exceptions

We recognise circumstances where public image use can cause harm. Go Eco commits to
withholding or anonymising images where an individual:

e |s protected by a court order
e Has disclosed family violence, stalking, or harassment risk
e Belongs to a vulnerable group or asks not to be recorded

We will store all non-consent cases securely and educate staff on identifying risks related to
image use.

8. Al & Content Safety Policy

Go Eco prohibits:
e Using any employee, participant, or Maori content in training Al models
e Uploading private or cultural content into generative Al tools without explicit permission
e Sharing data with third-party Al companies unless fully transparent and consensual

All Al-generated content must be reviewed for ethical alignment, accuracy, and decolonisation

principles. We commit to not automating narratives or visuals that reflect indigenous or personal
identities.

9. Data Storage and Security

Data will be:

e Stored in NZ-hosted or sovereignty-compliant platforms wherever possible

e Encrypted and access-controlled
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e Subject to routine audits

e Disposed of securely when no longer needed
10. Right to Access and Correction

All individuals have the right to:

e Request access to their data

e Ask for corrections or deletions.

e Withdraw image or cultural content use at any time.
11. Breach and Complaint Management
If any breach of privacy, cultural trust, or image misuse occurs:

e The Privacy Officer must be informed immediately

e A restorative resolution approach will be initiated, especially involving Maori content.

e We will notify Netsafe or the Privacy Commissioner if required.
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